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1 Introduction

In light of legal regulation [105] and coercive design patterns [74] around consent to personal data
collection, HCI research has contended with how to support individuals in making truly informed
consent decisions to requests for their personal data [23, 24, 31, 34, 50, 64, 68, 97, 108]. Data donation
[96] has emerged as an alternative approach to personal data collection that foregrounds consent
by making the giving of personal data a deliberate, proactive process of transferring data from
one source to a third party platform. Data subjects have shown incredible willingness to donate
their data for both personal and public benefit [42, 96], including intimate and sensitive data about
menstrual tracking [35] and other medical conditions [56, 61]. Prior work has used data donation
as a context to ask hard questions about - and pose answers to [38] - consent to data collection,
such as: do donors truly understand the contents of the data they are donating [37, 44, 51, 77], and
how can donors consent to particular and future uses of their donated data [44, 72]?

In this paper, we add to the discourse on data donation consent by asking who needs to consent to
donation. Increasingly data donation involves what we call multi-person data, or data that represents
more than one person. This can be incidental, such as donated voice assistant speech records where
a family member is speaking in the background [34]. In other cases it is quite deliberate, such as
donation of private messaging interactions on social platforms [87] to learn about online harassment
and sexual violence. Multiple instances of prior work have involved donation of multi-person data
in which only one person represented in the data gave consent [22, 32, 34, 50, 87, 117]. This could
be interpreted as a passive argument that only one person needs to consent, although the question
has not been directly broached let alone directly answered and justified in said work. The only
deliberate stance in the data donation literature comes from Garimella and Chauchard [32], arguing
that anonymization of multi-person data renders it unnecessary to receive consent from all persons
originally represented in the data. Beyond the data donation literature, multi-person data is also
mentioned in legal regulations around consent to data collection - although such regulations are
far from definitive guidance given their penchant for subjective interpretation, flexibility, and
lack of enforcement [58]. For instance, the EU’s General Data Protection Regulation (GDPR) [105]
recommends that “data controllers” who receive transported data "should implement consent
mechanisms for other data subjects involved" [30] (p. 12).

Missing in the fray of conflicting and often implied stances on multi-person data consent is
the perspective of data donors themselves—those who are depicted in the data, and likely have
an understanding of the contextual factors surrounding its creation and donation. This leads
to our research question: Who do data donors think must give consent to the donation of
multi-person data, and why?

We explored this question through in-situ observation and interviewing of dating app users
(N = 18) who chose to donate private messaging interactions onto a third-party data donation
platform for improving knowledge of, and data-driven solutions for, sexual violence. Findings
revealed two perspectives on who needs to consent to donation of messaging interactions, which
we call unilateral consent and collective consent. Participants who supported unilateral consent
believed that only one person represented in multi-person data should have to provide consent
to its donation. Rationale varied drastically, including: anticipated personal and public benefit
from donation superseding consent, excessive labor involved in contacting the other person, and
potential harm to the donor if their messaging partner became aware of the data donation attempt.

Participants advocating for collective consent believed both messaging partners should consent
to data donation, and they justified their perspective with concerns for privacy of, and sustained
relationships with, the other person. They likewise wanted collective consent to be a social process
through which they personally contact the other person and discuss the mutual data donation
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decision. We use these findings to argue that data donation platforms should provide collective
consent interfaces even if the consent of multiple subjects represented in data could be argued as
optional on a legal or scholarly basis. Doing so could increase the likelihood of data donation by
individuals who value the perspective of others represented in their data.

2 Background

This section reviews data donation and the different types of data that are currently given special
consideration. We then define and propose multi-person data as a future consideration. We review
existing research in HCI and legal works, and calls for exploration of multi-person consent.

2.1 Data Donation

Data donation is a data collection method that enables participants to voluntarily transfer their
personal data to third party platforms [96]. The deliberate and proactive giving of data through
data donation contrasts from other forms of data collection, such as consent management popups
[65, 108] and terms of service [75], where users become reactive to requests for one’s data upon
accessing a website or app (often through dark patterns that may coerce users into providing their
personal data with little thought [74]).

Data donation is most commonly facilitated by the donor either (1) downloading their personal
data from the source website or app in the form of a consolidated data file (e.g., JSON) and providing
the file to researchers [10, 34, 35, 50, 79, 87, 110], or (2) donors “scraping” data using their own
personal accounts [50], although HCI research continues to propose alternative data donation
processes [120, 121]. Data donation can also include more elaborate forms of participation. These
include labeling one’s donated data (e.g., labeling Instagram direct message conversations for the
type of harm they represent [87]), contextualizing one’s data through semi-structured interviews
with researchers about donated data [34, 35], and even co-constructing uses of-or research on—one’s
donated data [38].

2.1.1  Situating Multi-Person Data Amongst Other Types of Donated Data. Designed processes for
data donation are increasingly being specialized to the particular types of data anticipated for
donation, most notably: personal, sensitive, and intimate data. Personal data [105] is defined as any
information that links to an identifiable person either directly or indirectly. Data donation scholars
have argued that collection of personal data must only be done to answer a specific research
question [50, 79], that those collecting it must set limits on its future use [44, 72, 85], and that
scholars must avoid misuse [14, 72, 77]. Sensitive data [105] is a subtype of personal data that
has been exemplified in the GDPR with individual-level information such as race, political stance,
religious beliefs, health information, or data concerning a person’s sex life or sexual orientation.
Similarly, within data donation literature, data is considered “intimate” [93] when it is private from
others, such as data collected in personal spaces [36, 81], or data related to bodily functions [35, 41].
To be considerate of the sensitive or intimate nature of some donated data, Gomez Ortega et al. [38]
proposed Sensitive Data Donation (sDD), based on principles of Data Feminism [28], to expand
donor involvement beyond simply uploading data. Rather, they can serve as co-creators with joint
responsibilities in “scoping the research questions and goals” [38].

The data donation literature, to our knowledge, has not adopted a clear term for donated data that
represents multiple people, despite such data featuring heavily in prior work [22, 32, 34, 50, 87, 117].
We will use the term multi-person data in this paper. Donation of multi-person data can happen
both incidentally and deliberately; for instance, donation of private Instagram [87] and dating app
[120, 121] message conversations for the purpose of training risk mitigation Al deliberately include
at least one other person in order to understand both sides of a messaging exchange. In contrast,

Proc. ACM Hum.-Comput. Interact., Vol. 9, No. 7, Article CSCW386. Publication date: November 2025.



CSCW386:4 Walquist et al.

donation of voice assistant data may incidentally include the voices of visitors and others living or
working near the device [34, 111, 113]. Participants donating TikTok data [118] could choose to
provide direct message conversations which included usernames, messages exchanged, and links
to videos sent. Similarly, one paper introduces a designed platform to support data donation of
WhatsApp messages both sent and received from other people beyond the immediate donor [32].
Prior studies involving Facebook data donation also allowed participants to donate multi-person
data [22, 50] in the form of public groups including posts made by others.

2.1.2  Consent to Data Donation. Despite emergent interest around consent in CSCW/HCl literature,
there has been relatively little direct attention in the data donation literature to consent to multi-
person data. The closest is [32]’s designed app for WhatsApp data donation, which can include
messages sent/received by the immediate donor that represent other WhatsApp users. Garimella
and Chauchard note concerns of accidentally collecting personally identifiable information about
individuals who have not consented to data donation, though they consider anonymization of
donated data to curtail these concerns.

Nonetheless, the data donation literature has given a dedicated focus to other aspects of consent,
such as allowing donors to revoke their consent [34]. Data donation scholars’ attention to consent
has most often been on whether donation decisions are truly informed [34, 42, 51, 77, 78, 83, 85,
101, 110, 112], given that informed consent is a required aspect of affirmative consent (the most
widely advocated model for consent in HCI [46, 66]). Critical reflection on informed consent to
data donation led to questions of whether users are adequately informed of the contents of their
data and what recipients of the data will do with it. Data donation sometimes requires participants
to provide large, complex files which they may donate without a full understanding or review of
the contents, or without closely selecting which parts of the data they do and do not consent to
donating [5, 15, 34]. Furthermore, donors may not understand future uses of their data [44, 72] and
may thus consent to data donation under misinformed pretenses. Prior research has also proposed
ways data donation processes can support informed consent by design. For example, data donation
platforms designed by Araujo et al. [8] and Boeschoten et al. [14] aim to improve the informedness
of participants by explaining data to participants before they consent or process their donations.
The data donation platform designed by Gomez Ortega et al. [34, 35] visually depicts data uploaded
by the participant, allows them to interact with it and choose which data to omit from donation.

2.2 Complexities of Consent to Multi-Person Data

The complexities of consent to multi-person data have been discussed, or at least alluded to, in the
broader scholarly literature on data consent as well as some legal regulations pertaining to data
consent. We review these in separate subsections below.

2.2.1 Data Donation and Multi-Person Consent. While the data donation literature has not directly
considered questions of who needs to consent to donated data, the broader data consent literature
has recognized quandaries related to multi-person data. For example, researchers of a collaborative
pregnancy tracking app found tension in data sharing preferences between pregnant people and
their collaborative trackers [63]; pregnant people wanted to keep some information private from
their collaborators, and their collaborators often wanted access to as much information as possible.
Similarly, literature on negotiating consent to smart homes finds differences in privacy preferences
between multiple people living within one home as impacted by power imbalances [1, 33, 59, 119].
Finally, research exploring user perceptions of privacy in relation to shared homes finds differences
in privacy concerns among those living together, and a need for improved multi-person privacy
settings largely due to concerns raised by those sharing the device [33].
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To our understanding, one app has been designed to help users negotiate consent when more
than one user is creating data on a shared device. Based on recorded, verbal privacy consent
negotiations, Zhou et al. developed an app called ThingPoll to facilitate these multi-person consent
negotiations for Internet of Things (IoT) devices [122]. ThingPoll asks each user for their preferred
privacy settings, and then suggests potential negotiations based on user inputs. ThingPoll is a big
step forward in that it acknowledges the need for multi-person consent negotiations and simplifies
the process; however, being that data sometimes unintentionally involves multiple people, and
given that technology for negotiating multi-person consent is not yet widespread, those collecting
multi-person data would benefit from guidance on whether everyone depicted in a dataset should
provide consent, and how.

Other research has noted how multi-person data poses complications, and potentially insur-
mountable challenges, to “individual” consent models (if not consent broadly speaking as a feasible
lens for which to reflect on data privacy self-management [98]). Lovato et al. [62] comment that
current models framing consent as something that individual stakeholders provide may be inef-
fective for data collection contexts that implicate more than one person, and Zong [123] brings to
light issues that may arise when two individuals who each have a stake in the same piece of data
disagree on whether to consent. Seymour et al. express concern over allowing people to provide
consent to voice assistants verbally as voice recognition of different users often fails [95]. Voice
assistants thus cannot be certain that the correct person is providing consent [95].

2.2.2 Legal Discourse on Multi-Person Data Consent. Additional perspectives on multi-person
data consent can be derived from legal regulation and scholarship, although we would refrain
from referring to such regulation as definitive conclusion on our paper’s research question due
to limits in jurisdiction, subjectivity in interpretation [58], and inconsistent explicit reference to
multi-person data in particular. Perhaps most applicable to the specific context of data donation
is the Data Governance Act [107], which advocates for the sharing of personal and non-person
data for public benefit (called data altruism). When personal data is concerned the DGA coincides
with the General Data Protection Regulation (GDPR; [105]). Both the DGA and the GDPR are
EU regulations, though they have extraterritorial scope as they apply to data processing done
anywhere on EU subjects as well as any data processing done within the EU on subjects from other
jurisdictions.

The GDPR [105] acknowledges that personal data may involve multiple people, such as data from
social media platforms, in Article 20 on data portability (downloading one’s personal data from a
platform in a common digital format [106]). Article 20 [105] recommends that “data controllers
should implement consent mechanisms for other data subjects involved” - a clear stance that other
people represented in the data should have the opportunity to (not) consent, however this is not
a hard requirement: “it is up to data controllers to decide on the leading practice to follow.” HCI
scholars have researched and critiqued the GDPR for various reasons, [26, 48, 55, 57, 57, 71, 99,
103, 104, 114, 115] though only one paper, to our knowledge, directly discusses the lack of clear
protection for "third parties” represented in the data [49]. The GDPR makes notable exemptions
for consent when data collection is in the “public interest” or for “scientific research” [105] - and
importantly, there is confusion among scholars over how to qualify their work for such exemptions
[70, 82] and whether de-identification of data alleviates consent requirements. Scholars have
criticized the GDPR for complicating secondary uses of data [11, 70], for specifically creating
barriers to biobank research [100], and for inconsistent applications across countries [21]. One
such paper discusses differing laws and requirements that biobank researchers must follow [100],
elucidating how complicated it is to truly follow all proposed data protection rules. One paper, to
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our knowledge, more directly discusses the lack of clear protection for "third parties” represented
in the data [49].

We should not expect legal regulation to provide any definitive answers on multi-person data
consent - debates over what "consent" is have persisted in legal scholarship for decades [12, 69, 73].
For instance, Hurd [45] calls attention to the critical role of autonomy in consent and under what
conditions the validity of consent can be challenged - both of which are brought into question when
considering data representing multiple people. Legal regulation nonetheless can be a valuable source
for additional view points and even design ideas for multi-person data consent to be converged
with empirical insight.

2.3 Context Of Study: Online Dating Sexual Violence

Consent has become an important concept across multiple areas within HCI/CSCW [18, 66, 92, 126].
To explore data donor’s perspectives on consent to multi-person data, we use the context of
donating messaging interactions from dating apps. The intent for donating said data is to improve
empirical knowledge of sexual harm in online dating by detecting behavioral patterns in messaging
interactions that precede physical sexual violence (nonconsensual sexual acts) [19] between online
daters upon meeting in the physical world.

Sexual violence is defined as a sexual act that is committed or attempted by another person
without freely given consent of the victim or against someone who is unable to consent [9]. It is a
common and traumatic experience [80, 102], with nearly one in five women and one in thirteen
men reporting experiencing contact sexual violence [60]. Use of dating apps has continued to rise
[7, 47] and with it, their facilitation of online and physical experiences of sexual violence, with
some studies finding that up to 10% of in-person experiences of sexual violence are tied to online
dating [90, 109].

Current empirical understanding of, and solutions to, online dating sexual violence are still in
formative stages, necessitating more expansive datasets. Concerns of dating apps being used by
bad actors to find and coerce victims into physical sexual violence are at the forefront of user
concerns, particularly women [6, 25]. Yet recent qualitative studies in HCI demonstrate that sexual
violence between online daters may not always be intentional: users interpret interest and consent
to sex through unreliable cues in dating app interfaces [27, 125] and do not always validate their
understanding of consent before initiating a sexual act during face-to-face meetings [27]. This
can result in sexual violence without conscious intent to cause harm due to misunderstanding of
consent believed to have been received online. Relatedly, many victims of sexual violence do not
label themselves as “victims” as they may incorrectly perceive themselves as partially to blame for
their own victimization [40, 52].

Understanding of how computer-mediated sexual consent practices facilitate both intentional
and unintentional sexual violence could be improved with larger scale datasets of, for example, users
of diverse demographics and from across multiple dating apps [127]. However, the aforementioned
research demonstrates how attempts at amassing datasets about online dating sexual violence can
be complicated because self-identification as victim or perpetrator cannot be assumed.

Previous research in HCI has explored technologies to intervene in-person (i.e., offline) sexual
violence, however none appear suited to prevent harm through consent in online dating. For
instance, previously designed safety technologies monitor the user’s location [4], provide safe-
routes [13, 76, 91, 116], and alert others that the user is in danger [53]. There are opportunities for
Al-driven detection of the antecedents to nonconsensual acts in online dating [25] and Al-driven
scaffolding of sexual consent exchange [124], yet related work notes that existing datasets to train
such Al are limited [88], especially private messaging interactions between users. Detecting risky
online interactions that follow similar patterns to those who have reported experiences of sexual
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violence could mitigate sexual violence proactively, saving many from a traumatic experience.
Importantly, useful datasets for training sexual risk detection Al require data from both consensual
and nonconsensual (i.e., sexual violence) experiences so that patterns antecede to these opposing
experiences can be accurately differentiated.

3 Method

To explore our research question, we conducted in-situ observations and interviews with dating
app users (N = 18) while they used a data donation platform built for this research and verbally
reflected on decisions to (not) donate multi-person data. The platform supported the donation
of messaging interactions that the donor had with other online daters, particularly interactions
with people who attempted or engaged in physical sexual encounters with them. Our University’s
Institutional Review Board (IRB) approved the study.

3.1 Participants and Recruitment

Participants were compensated with a $30 gift card and recruited through the following: (1) Craigslist
(under the “gigs” category), (2) university email lists, (3) an empirical research participant pool
managed by the university’s Psychology department, (4) the university’s LGBTQ+ Discord server,
(5) Reddit (r/SampleSurvey), and (6) as public posts on the research team’s personal social media
accounts such as LinkedIn and X.

Inclusion criteria required prior use of dating apps and being at least 18 years of age. The
recruitment message specified that the purpose of the study was to use, and assess the usability of, a
data donation platform that collected data about their online dating experiences to help researchers
better understand the connection between dating app-use and sexual activity, including sexual
violence. The recruitment message clarified that they would be asked, although not required, to
provide data of their “messaging conversations” and “sexual encounters” with other online daters.
Understanding predictive factors of perpetration and victimization of sexual violence requires
the collection of online dating interactions antecedent of consensual physical sexual encounters,
nonconsensual physical sexual encounters, and interactions that did not manifest in any sexual
activity. As such, our participants were not required to self-identify with, or report on, experiences
of sexual violence. See section 3.2 for further rationale behind avoiding forced identification as
"victims" of sexual harm.

All participants were from the United States. Participants ranged in age from 19 to 44. Of our 18
participants, 7 were Black or African-American, 6 identified as White or Caucasian, 2 were Asian,
1 was Latino, Hispanic, or of Spanish origin, 1 was Middle Eastern or North African, and 1 was
Mixed. Ten identified as women, 5 as men, 1 as non-binary, 1 as gender non-conforming, and 1 as
transgender man. All but one participant had at least one self-identified sexual experience through
online dating, and half of participants (9) experienced sexual harm or harassment from an online
dater either in-person or online in messaging. Dating apps they used were Tinder (6), Bumble (6),
and Hinge (6), OkCupid (2), CoffeeMeetsBagel (1), PlentyofFish (1), Match.com (1), and eharmony
(1). See Table 1 for participant demographic information.

3.2 Donor Care Precautions

The method for this study, and the design of the data donation platform, was informed through
consultations with two sexual violence researchers, a sexual assault nurse examiner (SANE), and
two domestic violence shelter workers, all with several years of experience interacting with victims
and perpetrators of sexual harm. Our SANE consultant referenced the trauma-informed approach
(TIA) [43] as the basis for her recommendations (see also [3, 20, 29]).
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Table 1. Demographic information about participants from Round 1 and 2 referred to by their participation
order and round of participation.

Donor Age Reported Self-reported Race or Ethnicity State
experience of | Gender and
harassment Sex
through
dating apps
ROUND 1
R1P1 23 Yes Gender Non- | White or Caucasian Michigan
Conforming
R1P2 27 Yes Man Black or  African- | Michigan
American
R1P3 26 Yes Woman Black or  African- | Michigan
American
R1P4 30 Yes Woman Black or  African- | Michigan
American
R1P5 29 Yes Man Black or  African- | Pennsylvania
American
R1P6 25 No Woman Middle Eastern or | Michigan
North African
R1P7 30 No Man White or Caucasian Michigan
R1P8 25 Yes Man White or Caucasian Washington
ROUND 2
R2P1 44 No Cisgender Latino, Hispanic, or | Florida
Woman Spanish origin
R2P2 32 Yes Transgender Black or  African- | New york
Man American
R2P3 19 Yes Non-Binary White or Caucasian Michigan
R2P4 32 Yes Cisgender Black or African- Amer- | California
Woman ican
R2P5 25 No Cisgender Man | White or Caucasian California
R2P6 22 No Cisgender Asian Michigan
Woman
R2P7 21 No Cisgender Black or  African- | Michigan
Woman American
R2P8 22 No Cisgender Asian California
Woman
R2P9 42 No Cisgender White or Caucasian Michigan
Woman
R2P10 | 21 No Cisgender White and Black Michigan
Woman

Regarding the data donation platform design, their guidance informed phrasing of questions in
the interface to avoid re-traumatization [120] and forced labeling of participants’ sexual experiences
[121]. Specifically, we avoided the use of any language that might indicate harm (e.g., consent,
rape) or insist upon participants that they are a victim or perpetrator. This extended to recruitment
strategies and inclusion criteria as well; we did not require self-identification with experiences of
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sexual violence because victims of sexual harm often do not self-identify as victims, and because
their labeling as “victims” by researchers may be traumatizing in itself.

Towards donor agency and control, we opted to support data donation through upload of
messaging interaction screenshots rather than a file of all messaging interactions downloaded
from the dating app. Participants could also skip any question verbally asked of them during the
interview, and any request for data/information in the data donation interface. All donors were
reminded that actually donating their data was not a required condition of participation (they could
opt not to donate). No data inputted to the data donation platform was actually retained because
it was not the focus of this study and thus posed an unnecessary data security risk, although
participants were not informed of this until the conclusion of their session so as not to bias their
donation decisions and consent perspectives.

3.3 Data Collection

All sessions were conducted online via Zoom, ranging from 94-210 minutes. The data donation
platform was run on the researcher’s laptop, which participants were able to directly manipulate
through remote share functionality. The sessions were audio- and screen-recorded. All sessions
involved a verbal reconfirmation with the participant about the purposes of data donation in this
context: to inform research on sexual violence in online dating and train sexual risk detection Al

The brunt of the protocol was dedicated to the participant freely using the data donation platform
to progress through the data donation journey while they spoke aloud about their experience and
answered researchers’ questions about their decisions to (not) donate data. Our data donation
platform intended to study sexual violence through the lens of consent - how people give and
perceive to receive indicators of interest in sexual activity (both online and in-person) in ways that

What about thi , = Donation

at about this person’s )

dating app profile helped Bl husicatsenal %
you know that they were <

open to sexual contact?
Please upload
screenshots of the

Skip messages you sent or
received on the dating
@ app that helped you
understand that they were
Prior to meeting, did open to sexual contact.
messages you sent or
received on the dating Note: Please use

the button below to
attach screenshots.
The screenshots will

app help you understand
that they were open to

sexual contact? be de-identified before
analysis.

Yes :I

No

I don't know
<BACK  SKIP <BACK  SKIP  NEXT>

Il @] < 1] (@) <
(a) A sexual experience context question (b) A data upload prompt after clicking *Yes’

Fig. 1. An example of a question to contextualize the sexual experience followed by a data upload prompt in
the data donation app.
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could lead to misinterpretation of a partner’s agreement to sex. Accordingly, the data donation
platform sought to collect trace data of messaging interactions with online daters with whom the
donor experienced attempted or completed sexual activity.

The platform first asked the donor a series of questions to contextualize the sexual experience,
including: 1) the specific sexual act that occurred or was attempted, followed by 2) how the act
was initiated, followed by 3) if/how the donor knew the other person wanted the sexual act and
if/fhow they conveyed their own desire for the sexual act, and finally 4) the role that the dating app
and/or other social platforms played in understanding the other person’s desire for and consent to
the sexual act and conveying one’s own desire for and consent to the sexual act. The donor was
then prompted to upload screenshots of their messaging interactions with the other person (no
uploaded data was actually saved because it was unnecessary for the purposes of this study, which
participants were aware of). See Figure 1 for an example of questions donors were asked that aimed
to understand how they perceive that the messaging partner is conveying sexual interest followed
by a prompt to upload relevant data.

During the screenshot upload phase the data donation platform afforded options for the donor
to manually edit any part of an uploaded screenshot through the use of virtual stickers and paint
tools to censor content in the screenshot. Participants were directed to review this functionality
even if they did not actually upload any data so as to gather their feedback on how it would
influence perspectives on donation and data consent. Participants were allowed to skip any data
contextualization and donation opportunity, and researchers encouraged participants to explain
their rationale and reactions to key decisions made during the data donation journey. Sessions
concluded with an open discussion of if and how the data donation platform could incorporate
interfaces for better supporting consent to data donation.

3.4 Data Analysis

The study generated audio and screen recordings along with corresponding transcripts, which
underwent reflexive thematic analysis (RTA) [16] by two members of the research team. RTA is
comprised of six steps [17]: 1) familiarization with the data; 2) coding; 3) generating initial themes;
4) developing and reviewing themes; 5) refining, defining and naming themes; and 6) writing up
results.

Familiarization of the data (step 1) was performed first by proofreading auto-generated transcripts
of interviews to ensure accuracy. Subsequently, coding (step 2) began through extraction of quotes
relevant to the research question into a separate document, loosely organized around semantic codes
reflecting donors’ verbatim verbal content. Initial theme generation (step 3) involved consolidation
of semantic codes and beginning stages of elucidating latent constructs within themes even if such
constructs did not immediately pertain to this paper (e.g., participants’ reflections on how their
donated data could be used). In steps 4-5 themes specific to this paper were further elucidated,
and unrelated themes moved to a different document, through recurrent discussions among the
research team over a multi-month period. Two fundamentally opposing perspectives on multi-
person data consent became apparent at this point based on whether one’s messaging partner need
also be involved in giving consent. This theme development evolved into writing early drafts of
paragraph-form descriptions of the findings, which sparked further recoding and restructuring of
themes, particularly around justifications from participants for their perspectives on multi-person
data consent. Step 6 concluded with the writing of this manuscript.

4 Findings
Participants elucidated varying perspectives and rationales on whether they alone could consent
to donation of multi-person data. Participant perspectives landed in two categories: those who
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believed they and their messaging partner needed to consent (which we coined collective consent),
and those who believed they alone could consent (which we coined unilateral consent). The rationale
for these divergent opinions of consent are summarized in Table 2.

Participants who believed both messaging partners should consent to data donation foregrounded
their interest and care for the other person: they cited concern for their messaging partner’s privacy
- which was rooted in privacy concerns of their data - and respect for their ongoing relationship
with the messaging partner. They accordingly preferred to personally reach out to their messaging

Perspective on who needs
to consent to
multi-person data
donation

Rationale for perspective

Explanation of rationale

Collective Consent:
Everyone represented in the
data must consent to its
donation

Valuing privacy for oneself
and messaging partner

Participants wanted to ask the other
person for consent because they
would want to be asked if the roles
were reversed

Relationship with messaging
partner

Participants valued their ongoing
relationship with the messaging
partner

Unilateral Consent: Only
one person represented in
the data needs to consent to
its donation

Capacity to edit/de-identify
data

The potential for de-identification
made some participants comfortable
providing data without their
messaging partner’s consent

Personal and public benefit

The anticipated personal and public
benefits of data donation were more
important than their messaging
partner’s consent

Procuring the messaging
partner’s consent is arduous
and unnecessary

Getting consent from the messaging
partner is difficult and therefore not
necessary, especially if they do not
have a strong relationship

Contacting the messaging
partner for their consent
could cause harm to the data
donor

Some participants did not want their
messaging partner contacted for
consent because they were previously
harmed by them

Table 2. A summary of the two diverging perspectives on who needs to consent to donation of data about
online dating messaging interactions.
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partner about consent to data donation, although they differed on whether they could submit the
messaging partner’s consent decision on their behalf or if the messaging partner should directly use
the data donation platform (see Figures 2 and 3 for perspectives on how consent of the messaging
partner should be procured). In contrast, those who believed they did not need consent from their
messaging partner cited anticipated personal and public benefit from their data donation, capacity
to de-identify the data during donation, and concerns for personal harm if their messaging partner
were aware of their data donation attempt - particularly if their messaging partner had caused
them harm in the past.

We unpack the collective consent perspective (requiring both messaging partners to consent) in
section 4.1, and participants’ preferences for how collective consent could be operationalized in
data donation processes in section 4.2. We unpack the unilateral consent perspective (the donor
alone can consent to donating messaging interaction data) in section 4.3.

4.1 Collective Consent: Rationale for Requiring Consent from All People Represented
in the Data

Several participants considered it necessary to receive consent from their messaging partner before
donating data about their online dating interaction; we call this stance collective consent. These
participants provided two overarching reasons for this perspective: (1) privacy concerns for their
messaging partner and (2) importance of their relationship with the messaging partner.

4.1.1  Framing Collective Consent as an Act of Privacy. Some participants described needing consent
from their messaging partner because they valued their own and their messaging partner’s privacy.
They wanted to ask for their partner’s consent because they would want to be asked if the roles
were reversed. In some cases, they openly imagined themselves in the opposite role during the
interview and how they would feel if their messaging partner donated data about their interaction
without asking. Per R2P8: “You know, I am [a] private person, and, you know, I wouldn’t want anyone
to leak my private texts. Even if they’re normal texts, I wouldn’t want anyone to leak that.” R2P8’s use
of the word “leak” - in reference to unwanted and covert data breaches - was indicative of a pattern
of framing the donation of multi-person data without collective consent as a negative, potentially
harmful, outcome. Similarly, R1P7 noted concern over how their messaging partner might feel
about their data being shared without their consent: “Just in general, you know [I wouldn’t want to
share] messages between myself and another individual, who might not want other people to have
[that data]” They considered the feelings of the other person, and how difficult it may be to know
whether the other person would be okay with them providing their data without asking for consent.

Some participants implied that this concern for privacy, or at least awareness of potential privacy
implications for the other person represented in the data, may not be shared or understood by all
data donors. As R2P5 described it: “[People providing data] might not think anything [... ] of taking a
screenshot of images that have been exchanged in like a text message, and that could be a privacy issue
for the other person involved.” R2P5 brings attention to the differences in comfort that may exist
between users who are both represented in the data, which may go unrealized by those considering
only their own comfort level and consent with donating the data.

Privacy concerns were exacerbated for data that had pictures of the donor’s messaging partner,
be it in the messaging interaction or in their partner’s profile page. The latter in particular, while
not multi-person data according to our definition, drew the strongest claims of privacy violations if
donated without consent of the messaging partner, even though participants considered profile
pages to be otherwise “public information” (R2P3). The identifiability of their messaging partner
through prominence of their face was typically cited as the basis of their concern. R2P7 indicated
most directly: “It feels like an invasion of trust or privacy, because people’s faces are in it.” Whereas
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R2P3 compared the relative privacy of text-based data from messaging interactions to pictures: “I
think screenshots of text is more like, I can understand that more [for donation]. There’s not much tied
to that, like with the screenshot of the person’s [dating app] profile that has, like, probably their face

and a lot of information about them there. The text [from our messages] that’s just text.”

4.1.2  Relational Dynamics Behind the Perceived Necessity of Multi-Person Consent. Many partici-
pants explained that they needed consent from their messaging partner for donation of their mes-
saging interactions because they valued their relationship with the other person. Such participants
almost always had positive interactions and face-to-face meetings with the partner represented
in their messaging interactions, and often had a sustained and rewarding relationship with that
partner at the time of interview.

Their rationale drew on values of trust and confidence, with participants citing examples or
expectations that personal information relayed to someone in a private messaging interaction
would not be shown to anyone else. In at least one case this perceived responsibility to keep a
messaging interaction private led a participant (R2P2) to refuse to donate messaging interaction
data, instead asking if they could provide manually typed summaries of the interaction instead: “I
feel like [messaging conversations] [...] they’re really, really private. So for me, it doesn’t really matter
if it’s all part of the research, but like I can explain those kinds of situations, at least, at least I can try
and push it out there [in manually typed summaries of the interaction] to the best of my ability. But
then, having to actually drop a screenshot of the whole stuff, not so much.”

Similarly, R1P5 explained how they trusted their messaging partner not to relay any “secretive”
information about them to others and assumed their messaging partner would have placed the
same trust in them. Per R1P5: “Once you say something secretive, maybe somewhere, like I'm sure
I trust you not going to deliver that information, maybe [...] even to your friend. That’s between
Jjust me and you, so like trying to share that one sounds like you’re betraying one party. What if
something bad happens?” R1P5’s likening of data donation without consent to betrayal is one of
the clearest examples in our data of how some participants saw unilateral decisions to donate
messaging interactions as antithetical to the close relationships they built with their messaging
partners. R1P5’s open pondering about “something bad” happening was in reference to potential
misuse of the data, such as a data breach and/or re-identification. Since some of these participants
were worried about data misuse themselves, they projected that concern onto their messaging
partners as well.

Not all participants necessarily maintained contact with the messaging partner represented in
the data they were considering to donate. Conversely, some participants pointed to the absence of
a strong personal relationship with their messaging partner as a reason to procure their consent to
data donation. This was based on the perception that they did not know their messaging partner
well enough to assume or infer their stance on consent to data donation. Per R1P1: “I don’t know
them well enough to be like, oh, yeah, I can volunteer their information to this app or like to this study.”

Rather than framing unilateral data donation decisions as a betrayal, participants in this case
found the prospect of donating data on their own volition to be strange or “weird.” This line of
thinking extended to messaging data as well as data about their messaging partner’s profile page.
Per R2P7: “I mean, yeah, if it’s like your own profile, then that you will be able to [donate]. But if it’s
like somebody else that you only had contact with, for, like, a couple of days, that [sharing someone
else’s dating profile] would just make it a lot more weirder.”

4.2 Operationalizing Collective Consent in Data Donation Processes

Collective consent was not explicitly supported in our data donation platform design at the time of
study. As such, participants who advocated for collective consent also brainstormed ways to support
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Fig. 2. Authors’ rendition of how participants envisioned communicating directly with their messaging
partner to procure their consent to data donation.

the involvement of their messaging partner in the data donation process. Our analysis articulated
three commonly advocated approaches: 1) collective consent as a social process in which the original
donor handles all interaction with their messaging partner and relays their consent decision to the
data donation platform; 2) collective consent as a computer-mediated process in which the messaging
partner uses the data donation platform directly to give consent; and 3) collective contextualization
in which the messaging partner does not simply provide consent but also participates in data
contextualization or annotation.

4.2.1 Collective Consent as Social Process. Given the prioritization of personal relationships ex-
pressed by participants advocating for collective consent, this emphasis on relational dynamics
also extended to how collective consent could be asked for and received from individuals who are
not the immediate data donor. R1P5 articulated a collective consent process in which they would
personally reach out to their messaging partner to explain their intent to donate data about their
messaging interaction (see Figure 2). Their partner would then give (or deny) consent directly to
the donor. If their partner denies consent, the donor would simply discontinue the data donation
process. In essence this process relies heavily on the data donor respecting the wishes of their
messaging partner because the data donation platform would otherwise not be confirming the
messaging partner’s consent decision. In R1P5’s words:

R1P5: "Yeah. First, I have to inform her [my messaging partner]. [...] Maybe she’s not
interested [...] she don’t know who that person that her [data] is going to is, how are they
going to react? [...] Yeah, yeah, I must ask them, if they confirmed [it was okay to share
data] to me, then I'll share it to you definitely."

At first glance this social process of collective consent looks rife for abuse: a data donor could
simply lie about contacting and receiving consent from their messaging partner and proceed with
their data donation unchecked. Yet R1P5’s use of wording like “I have to inform her” represents a
broader theme around participants adopting a moral duty and responsibility for protecting their
messaging partner. It is a personal responsibility - not an opportunity for consent fabrication - that
is being emphasized in this social process of collective consent.
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Fig. 3. Authors’ rendition of how participants envisioned communicating directly with their messaging
partner to provide them a link to the data donation platform to provide collective consent.

4.2.2 Collective Consent as Computer-Mediated Process. A variation of the socially driven collective
consent process reported above involved providing a link to the donation donation platform so
one’s messaging partner could directly provide their consent (see Figure 3). This would partially
mitigate misuse of an honor system-based collective consent process, however it would still put
responsibility on the original donor to explain the purpose of data donation and the data they intend
to donate. R1P7 briefly speculated on a process in which the donor’s messaging partner is sent a
link to a “pre-populated” donation interface by the data donation platform, which would essentially
excuse the original donor from any responsibility to directly contact and procure consent from
their messaging partner. However, R1P7 dismissed this idea on the basis that it might be considered
“spam” by the messaging partner. They instead concluded with a similar idea as R1P5 - manually
reaching out to the messaging partner - albeit with a link to the data donation platform. R1P7
described it this way:

R1P7: "I think maybe it might be more appropriate to have the person reach out to them
first, and if they agree, they can kinda like give that to them, the information [to access
the data donation platform]. I was more thinking like, if it’s pre populated, or whatever.
And then you have to, it might seem like, you know, like like a spam kind of you know
what I mean like, it might seem kind of spammy. It might be better for the person to reach
out to them [directly] and then and then, if they agree, they can send them the link [to the
data donation platform] and all that stuff."

4.2.3 Collective Contextualization and Annotation of Data. The aforementioned socially oriented
processes of collective consent limit the purview of the messaging partner’s participation to simply
confirming/giving their consent to donation of pre-prepared data. A third variation to collective
consent involved expanding the purview of the messaging partner’s involvement to also include
collective contextualization or annotation of the data to be donated. (Contextualization in our data
donation platform involved answering open-ended questions about how a donated messaging
interaction was indicative of the donor’s or partner’s interest/consent to sexual activity). Collective
contextualization was suggested in situations where participants acknowledged having subjective
interpretations of the sexual experience they were donating data about, and therefore the possibility
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that their messaging partner may contextualize a donated messaging interaction differently. Per
R2P1:

R2P1: "It would be cool if there was an option, so that you could, you know, enter the email
address or something of the other person. If they you know, if they were claiming that it
was non-consensual at any point during an in person sexual act."

R2P1’s quote is indicative of a larger recognition from participants that they can only provide their
side of the story about online dating sexual experiences, which may be biased or misinformed. Given
motivations for data donation that pertained to an improved understanding of sexual violence and
tools to mitigate sexual harm, some participants expressed the utility of involving their messaging
partner in contextualization data. R2P3 elaborated on the utility of collective contextualization in
relation to the anticipated purposes of data donation:

R2P3: "I think like if they [the other person in the data] wanted to be a part of it, or if
you’re investigating more of like, why [a sexual experience happened], they, if you wanted
to follow up with them you could be like, hey, I just wanted to check in. We’re doing a
study. You could contact them and be like, hey, like, I just wanted to ask if you would like
to be part of this. We just wanted to ask a few questions about your profile, and why you
had things like this [in your messages], and how they could come across, or something
like that."

4.3 Unilateral Consent: Relationale for Not Requiring Consent from All People in the
Data

There were other participants who believed they could unilaterally consent to donation of data
about their online dating messaging interactions, without awareness or consent of their messaging
partner(s) depicted in the data; we call this unilateral consent. Participants provided one or more of
the following justifications for this perspective: (1) capacity to edit/de-identify donated data; (2)
anticipated personal and public benefit from data donation; (3) the absence of a personal relationship
with their messaging partner; (4) the potential harm that the donor’s messaging partner could
inflict on them if aware of the data donation attempt.

4.3.1 Capacity to Edit Donated Data Alleviates Perceived Need for Collective Consent. Our data
donation platform afforded participants the ability to edit donated messaging interactions by
applying virtual ’stickers’ over any part of the messaging interaction screenshot to censor the
applicable content. Some participants explained that providing them with this interface affordance
to edit their screenshot donations rendered it unnecessary or “optional” (R2P2) to ask for their
messaging partner’s consent. This was on the basis that the data editing capabilities allowed them
to effectively de-identify their messaging partner in the data, or what R2P3 called taking “their
identity away” from the data. In R2P3’s words:

R2P3: "If you, like, depersonalize it, or like take the person and their identity away from
that, that is still fine [to donate the data without their consent], and especially like you’re
not looking at the person’s full intent. You’re looking at how it [the data] was perceived [by
the donor], you know? So it’s like this text in the way that this person expresses themselves.
There [it] was interpreted this way and sort of their intention may have been lost along
the way."

R2P3’s quote demonstrates how the alleviated need for procuring consent from their messaging
partner was the result of an interplay between 1) the perceived ability to de-identify the data
and 2) the perceived irrelevance of the messaging partner’s identity to the intent for donation.
In other words, R2P3’s intention for donating their messaging interaction was to contextualize
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the data with their personal interpretation of their partner’s messages - specifically, how their
partner’s messages influenced their understanding that their partner was interested in sex. The
partner’s actual intent behind their messages was irrelevant in this case, and with it any personally
identifying information that may otherwise warrant their involvement in consent to data donation.

In some cases the capacity for de-identification was the key determinant of whether participants
thought messaging interaction data could ever be donated with unilateral consent from the donor.
Even then, there was still acknowledgment that donors should have the option to procure consent
from their messaging partner for donation - in effect making it a personal judgment call as to
whether to involve the messaging partner in the consent process. As R2P3 indicated: “I would like
[to] de-identify stuff like that, and so I think it [asking for the other person’s consent] would just be an
option, it just depends on the person.”

Interestingly, participants who advocated most strongly for de-identification as the basis for their
unilateral consent perspective failed to acknowledge the subjectivity and complexity in what quali-
fies as identifiable and de-identified data. In some cases participants implied that the determination
of what content in a messaging interaction needs to be de-identified was straightforward or obvious,
whereas R1P2 described confidence in their ability to “know” what data needs to be censored. In
their words: “If given some features to hide some statements made in conversation, I won’t require an
approval [from my messaging partner to donate], since I know which kind of sensitive information
I'm supposed [to] hide and which ones I'm supposed to share.” There was no acknowledgment that
a donor may overlook content in their data that could be traced back to their partner, or that a
donor’s perspectives on what data needs to be censored may differ from that of their messaging
partner depicted in the data.

One participant openly pondered whether providing what they consider “someone else’s” data
was acceptable if they could remove identifying information:

R1P4: "[A dating app profile,] it’s someone else’s, I think it’s a bit, not exposing them, but
I think I'd be violating privacy. [...] If I could hide the information, it could be a bit easier
because [...] there’s a bit of privacy there about this information. So yeah, that could be
different."

R1P4 identified dating app profiles of other users as data that does not belong to them, and
they use the lens of privacy to characterize the donation of another user’s profile data without
their consent as wrong ("violating"). However they simultaneously use the notion of data privacy,
particularly its modifiability ("if I could hide the information"), to rationalize their ability to give
unilateral consent to donation of "someone else’s” data. This suggests that the (non-)existence of
personally identifiable information about others depicted in data is core to R1P4’s perception of
whether they alone can consent to its donation. They did not, however, extrapolate on how one
determines which information they need to "hide" or otherwise how to qualify multi-person data
as sufficiently privacy-protective to allow for unilateral consent.

4.3.2 Expected Personal and Public Benefit to Data Donation Supersedes Consent. For some, the
anticipated benefits of donating data about their online dating messaging interactions superseded
the consent (or lack thereof) of their messaging partner. Participants described anticipated benefits
at the personal level - direct benefits to themselves - as well as expected benefits to the public as a
consequence of their donated data.

Participants citing personal benefit seldom mentioned specific benefits that would result from
data donation, but rather an abstract sense of benefit to the donor. For instance, R1P3 spoke directly
to how personal benefit alleviates the need to get consent from the other person depicted in their
messaging interactions: “As long as whatever you are sharing is to benefit you, I don’t think there is a
reason to go ahead and ask this person on [for] their consent.”
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R1P3 elaborated further, particularly on situations where their messaging partner might outright
disagree to the donation of their messaging interaction. Even in this type of instance, they considered
it acceptable to proceed with data donation because it is what they “want” This speaks to a
perspective shared by some participants that personal benefit does not only render the asking of
consent from their messaging partner superfluous, but that it can directly override their messaging
partner’s denial of consent.

"If I go ahead and ask them [for] their consent and they say they are not comfortable with that. So
for me, I feel I want to share. But they’re not comfortable with that. So I feel like at this juncture, [...]
they are preventing me from doing what I want.”

Participants that justified unilateral consent with anticipated public benefit similarly talked
about the direct overriding of their messaging partner’s (lack of) consent to data donation, albeit
for the greater good rather than any personal benefit they would receive. R2P3 used an analogy
of someone needing CPR after a car accident to illustrate why it would ethically justified in some
situations to donate data without consent or awareness of all represented in the data, even if said
person later explicitly indicates they would not have given consent:

R2P3: "I think there’s like certain current kinds of things where, if you were to try and like,
give someone CPR, if they were in a car accident or something, and they like get saved,
they could be like, I didn’t want you to give me CPR, and like sue you about it. That’s like
what? Hello! I assumed you didn’t want to die!"

Whereas references to personal benefit from participants remained abstract, those citing public
benefit as a justification for unilateral consent were referring to the goal “to understand sexual
violence” (R1P7) through analysis and risk mitigation model training of a donor-created dataset
of online dating messaging interactions preceding sexual activity. As R1P3 confirmed, “if [this]
purpose is given, then I will be okay.”

Other participants elaborated on how the particular type of experience depicted in the donated
data could ethically justify the overriding of consent from all people represented in the data. R1P4
described a hypothetical situation where a messaging interaction indicative of sexual abuse would
justify unilateral consent for donation because the importance of that data to potential public
benefit through improved understanding sexual violence would supercede consent of any party
to that messaging interaction. They went on to describe that data, despite coming from a private
messaging interaction, as “not at all private” because the experience depicted in the data warrants
its public use for sexual violence mitigation. As they discussed with the interviewer:

R1P4: "So if if I had if the situation was reversed, and then maybe I was sexually abused
by a via text or something like that, that’s when I would be comfortable to share, because
that is something that I will want to [...] I'll be [willing] to share my story on that, that is
not private that is not at all private. That is, yeah."

Interviewer: "So so you're saying, like, if you had been, like, maybe the screenshots were
about someone harassing you or something on maybe Tinder, that you would be okay
with sharing [without the messaging partner’s consent]?"

R1P4: "Yeah, because I, I, I wasn’t on board with them because and it’s actually not a right
thing to do."

4.3.3 Relational Dynamics Make Multi-Person Consent Arduous and Unnecessary. Other participants
explained collective consent as unnecessary, not because of a subsuming goal for donation that
overrides the importance of consent, but because the relationship with the messaging partner
depicted in the data was never strong enough to render their consent important. This finding is
almost a direct contrast to the relational dynamics driving collective consent cited by participants
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who had strong, sustained relationships with their messaging partners (see section 4.1.2). Here, the
data being considered for donation involved messaging interactions that were very short or with
whom the donor had lost contact, posing uncertainty as to whether they would ever respond to a
request for data donation consent.

R1P2 described their relationship with the applicable messaging partner this way: “That’s some-
body I don’t know, so he’s just a stranger [...] I don’t need their approval to [donate data about our
interaction].” Their quote conveys a dismissal of the messaging partner’s consent on the basis that
they did not really know the partner on a personal level, even to the extent of not being sure they
were a real person. R1P2 described such a possibility in this way: “Maybe he’s trying to fake the
pictures. It’s not a real one, so I won’t care about that.” We should note that some participants’ views
about their messaging partner and their argument against asking for their consent to data donation
evolved in real time, seemingly as a way to build justification for skipping the effort of contacting
their messaging partner for consent. As R1P2’s quote exemplifies, their thinking evolved from their
messaging partner’s profile “maybe” being fake to it definitely being fake and therefore exempt
from needing to consent to data donation.

Other participants were even more blatant about their motivation to save time and effort through
unilateral consent to data donation. As R1P3 directly put it: “It’s a long process [to reach out to the
other person and get their consent], and it’s not necessary. If as long as the individual [donor] is ready
to share the information, the data, there is no need to refer to the non-individual consent user” This
reference to a “long process” connects back to the severed or fleeting nature of the participant’s
interaction with the person represented in the messaging interaction. Communication with such
a messaging partner may no longer be possible, or at the very least quite awkward given the
absence of rapport that could be relied on for broaching the notion of data donation. There were
yet other vague rationales for why the donor should not have to contact their former messaging
partner for consent to data donation. For example, R1P3 used the argument that consent could be
unilaterally given as long as the donated data is not edited, although they struggled to expand on
this justification: “I think it’s [getting the other person’s consent] not necessary as long as what I'm
sharing is genuine. It’s just exactly what is in [...] the conversation we had.”

4.3.4  Multi-Person Consent Could Lead to Harm Against the Data Donor. Some participants ex-
pressed concern over asking their messaging partner’s consent to data donation because the act of
informing them of the attempt to donate data and procuring their consent could itself cause per-
sonal harm. This harm was only cited by participants who wanted to donate data about messaging
interactions indicative of harassment, or that preceded an act of physical sexual harm during a
face-to-face date. Because their messaging partner depicted in this data had harmed them before,
they considered the prospect of contacting them for any reason to be potentially traumatizing.
They also voiced concerns of retaliatory harm for their intent to donate data about their messaging
interaction for sexual violence mitigation-related goals.

R1P1 mentioned some unpleasant face-to-face meetings with online daters that they used to
speculate on more severe online dating experiences that would discourage a donor from ever
wanting to reconvene contact. R1P1 explained, “What if this experience is bad? [...] What if someone
suffering [...] as a victim of sexual violence like it was just a horrible experience? I've had those times
where I've gone out to meet a person, and they’ve already been belligerently drunk. I've had several
drinks spilled on me, [...] not a fun time, and so like, that’s when you get out of there, [...] I wouldn’t
want the person to come [consent].”

Aside from a reluctance to contact a former perpetrator of harm for data donation consent, there
was also mention that contacting the perpetrator may no longer be possible due to prior steps
taken to prevent contact. Blocking the perpetrator on the applicable dating app was one example,
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which forces the donor to make a choice over whether to unilaterally consent to donate data about
their messaging interaction or to not donate the data at all. Given the intent behind data donation
in our study being towards improved sexual violence understanding and prevention, they opted to
donate.

R2P3 elaborated on how blocking a perpetrator prevents their involvement in consent to future
data donation: “Something with my specific experience with this is the two people that I have had, like,
some form of encounter with, it has not been entirely positive and so I blocked them. So I do not have
access to their profiles. So that is something to note is that if something is negative, they might just not
have the ability to check.”

5 Discussion

This paper sought to provide empirical perspective on the question of who needs to consent to the
donation of data that represents multiple people (multi-person data). Through in-situ observations
and interviews with online daters who chose to donate messaging interactions with potential sexual
partners, we uncovered two opposing perspectives: collective consent, through which everyone
depicted in the data should provide consent to its donation, and unilateral consent, through which
only the immediate donor provides consent. Participants advocating for collective consent did
so because of their relationship with the other person, or because of their concern for the other
person’s privacy. Those who advocated for unilateral consent cited alleviated concerns after editing
their data, personal and public benefit, relational dynamics with the other person depicted in the
data, and harm that they could incur if obtaining consent from the other person.

In this section we first critically review participant perspectives on consent to donation of multi-
person data and situate our findings within the broader literature. Next, we provide methodological
suggestions for incorporating collective consent into data donation processes so as not to dissuade
participation from donors who value the inclusion of other people represented in donated data. We
conclude with limitations of our study and associated future research directions.

5.1 Reflection on Participants’ Arguments for Unilateral Consent to Multi-Person Data

Some advocates for unilateral consent cited the anticipated value of their donated data beyond
themselves, particularly to improved public knowledge about sexual violence and Al-driven tools
for sexual violence mitigation. This motivation to donate data for a cause echoes prior work in
the data donation sphere finding that research context and goals are important in decisions to
donate data [36, 96]. Perhaps the most compelling argument from our participants was the fear of
retaliatory harm if their (former) messaging partner became aware of the data donation attempt,
particularly when said messaging partner had perpetrated sexual harm in the past (and thus may
do it again). There is empirical basis for this fear in the broader sexual assault literature; a common
barrier to victims of sexual assault reporting to authority is the fear of retaliation [84]. Participants’
concerns about excessive labor to obtain consent from the other person do seem reasonable as well,
especially in light of other research acknowledging that it may not always be possible to procure
consent of all individuals in multi-person data—or even to identify who they are [34].

Yet other arguments for unilateral consent initially appear as manufactured reasons to justify
avoiding the labor of contacting one’s messaging partner for consent, which could delay the data
donation process (particularly claims that personal benefit of data donation should supersede
consent). Claims of personal benefit may in part be due to limited understanding of the relative
risks and benefits in providing personal data [98], or a general undervaluing of privacy [73]. While
data donation scholars have sought to ensure data donors fully understand the scope of the data
they provide [34, 42, 51, 77, 78, 83, 85, 101, 110, 112], future work could explore if unilateral consent
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perspectives may be more influenced by understandings of the relative privacy risks and benefits
of donation.

Some participants who advocated for unilateral consent also considered the data anonymization
capabilities in our data donation platform to exempt the need for consent from people de-identified
in the data (in effect, defining multi-person data with identifiability). This is a similar argument
to one made in prior literature on WhatsApp data donation [32]. However, de-identification does
not guarantee protection of a person’s data—-in fact, seemingly de-identified data has been used on
multiple occasions to re-identify persons, especially when the dataset can be connected with other
publicly available data [67]. Furthermore, this perspective that de-identification is an ethical way
to alleviate the need for consent from others who also have a stake in the data brings into question
"who" is doing the de-identifying, and if they can adequately recognize all aspects of the data that
could directly or indirectly lead to identification [39].

5.2 Implications: Supporting Collective Consent by Design

Participant justifications for collective consent align with the public’s concern for privacy [73], as
well as the GDPR’s assertion to avoid adverse effects to “the rights and freedoms of the other data
subject” and recommendation of “consent mechanisms for other data subjects involved” (article 20,
[105]). Precise designs or design approaches to said consent mechanisms remain largely absent
in scholarly discourse, however. We use our study’s findings to offer three design suggestions for
collective consent interfaces: (1) default to allowing, but not requiring, consent from all parties,
(2) consult with context-specific experts, and (3) do not allow donors to record collective consent
decisions for other people. These are explored in depth below, while noting that the applicability of
these design directions may be limited to data donation contexts where the donor has an accurate
understanding of the contents of the data to be donated, including accurate identification of other
people depicted in the data.

5.2.1 Default to Allowing, but Not Requiring, Consent from All Parties. We initially motivated
our study by asking who “must” give consent to donation of multi-person data. Our findings,
particularly from participants advocating for collective consent, suggest the question should be
rephrased to who should be “able” to consent to donation of multi-person data. Some of our
participants advocating for collective consent made clear that they would be unwilling to donate
their messaging interaction data without the consent of their messaging partner. This begs the
question of how many would-be donors have been, and will be, dissuaded from participating in
multi-person data donation efforts simply because the data donation platform lacks affordances
to involve other people represented in the data. The firm position of these participants provides
a compelling argument for why data donation platforms should at least afford opportunities for
collective consent, even if not strictly required for use.

5.2.2  Consult with Context-Specific Experts. Referring back to an argument from participants
supporting unilateral consent, we also urge consideration of data donation contexts where collective
consent may itself pose risk to immediate and tertiary donors. Our participants cited concerns of
retaliatory harm, but there is also a risk of retraumatization [43, 121] if the respective multi-person
data is reflective of a particularly traumatic experience for one or more people represented in the
data. For instance, a donor may invite their online dating messaging partner to provide consent
to the donation of their messaging interaction, unaware that the messaging partner considered
their sexual interaction to be deeply painful-memories of which the invitation to be involved in
data donation may reawaken. In light of other HCI literature advocating for the trauma-informed
approach in computing [2, 54, 86, 89, 89, 94, 120, 121], we would recommend that domain experts
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or trauma-informed care professionals be consulted for contexts of multi-person data donation
known to be associated with harm or particularly intimate experiences.

5.2.3 Do Not Allow Donors to Record Collective Consent Decisions for Other People. Some design
concepts from participants in this study for collective consent were heavily reliant on the honor
system: they wanted to assume much of the collective consent process themselves, including
reaching out to their messaging partner and communicating their consent decision on their behalf.
Aside from the opportunity for intentional fabrication of the other person’s consent decision,
there is also the possibility that the donor may unintentionally misrepresent important details
about the data being donated. The contents of the data being donated in our particular study
were relatively straightforward because donors actively created the data to be donated through
screenshots. However the contexts of prior data donation research (e.g., voice records) demonstrate
how donors may have a difficult time understanding the contents of their data to be donated,
especially in situations of downloading one’s personal data from a separate platform or app as a
single JSON file with scarce or nonexistent innate capabilities to review the data [37, 44, 51, 77]. We
would thus recommend that collective consent be supported through features that require other
subjects represented in multi-person data to directly use the data donation platform to assess the
purpose for data donation and the particular data being donated.

5.3 Limitations and Future Work

There are important limitations of our study that should be noted, and which can serve as the basis
for future research into multi-person data consent. For one, donor perspectives on multi-person
consent are likely contingent on the nature of the experience reflected in the data. Participants in
our study did experience a variety of messaging and sexual interactions with online daters, some of
which were harmful, some positive, and some forgettable. Those advocating for collective consent
had generally positive experiences, and in some cases were still on speaking terms with the messag-
ing partner represented in their data. There may be additional, and more nuanced, perspectives on
multi-person data consent from donors who had, for example, prolonged interactions with online
daters with a mix of positive and negative parts of the interaction. The context of data donation,
and sensitivity of donated data, may also play a role in willingness, and associated dissuasion, from
donating multi-person data [36, 96]. This study’s focus on data related to online dating sexual
experiences may limit its transferability to other data donation contexts.

The type of data (messaging interactions) focused on in this study, as well the manner of donation
(screenshots hand-picked by donors), also diverge from other data donation contexts where the
contents of donated data - including "who" is depicted in the data and what the data precisely
contains - are not always well understood by the donor [37, 44, 51, 77]. This is especially poignant
in situations of incidental multi-person data (e.g., an unknown person speaking in the background
on voice record data) and when donating single JSON files that automatically compile vast amounts
of personal data. The transferability of our findings, and applicability of design suggestions for
collective consent, may not apply to data donation contexts where the donor does not know if
other people are depicted in their data, or who they are, or what specific parts of the data pertain
to them. This is a prime opportunity for future work: to explore dynamics and design for collective
consent under conditions of donor unfamiliarity with data.

6 Conclusion

Data donation research has been at the forefront of designed processes to center consent in the
collection of personal data. In addition to critical reflections and improvements to informed consent
that have been the subject of prior data donation research, we explored the question of who
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must consent to data donation. This question necessitates deliberate consideration because data
donation efforts often focus on data that represents multiple people, which we call multi-person
data. While prior literature and legal regulation provide varying guidance on who needs to consent
to the donation of multi-person data, we provided empirical perspectives from online daters who
decided to donate data about their dating app messaging interactions with sexual partners. Findings
articulated two divergent perspectives. Those advocating for unilateral consent believed they alone
could consent to multi-person data donation, citing anticipated personal and public benefit. Those
advocating for collective consent wanted their messaging partner to also give consent, rooted in
genuine concern for their messaging partner’s safety and valuing of their personal relationship.
We used the findings to argue that data donation platforms targeting multi-person data should
provide affordances for collective consent so as not to discourage participation of donors who value
collective decision-making with other people represented in their data. Opportunities for future
work likewise involve design and development of collective data consent interfaces to be subjected
to usability assessment.
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